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Social Media: A Threat to Security? Whose? How? When?
In his farewell address, former US president Barack Obama called social media the single greatest threat facing modern
democracy. President Joe Biden has called Facebook CEO Mark Zuckerberg “a real problem”. Scholars and popular media
alike have emphasized the apparent threat to democracy, institutions, public health, and individual safety posed by social
media. Former product manager with the Facebook ‘civic integrity department’, Frances Haugen, made headlines in 2021
for appearances before the US Senate, blowing the whistle on the social media giant and testifying that the company
amplifies extremism, corrodes democracy, and harms children.

The recent overwhelmingly negative coverage of social media platforms is striking when considered against the optimism
that once surrounded them only several years ago. Today, social media platforms face widespread scrutiny for their
allegedly deleterious effects on health security (misinformation during a pandemic), societal security (hate speech against
marginalized groups), and state security – defined as “the integrity and functioning of the institutions and idea of the
state” by scholar Richard Jackson. This poster broadly outlines the shift from optimism to pessimism surrounding social
media and the context for such attitudes. The poster further provides an overview of the legal context, challenges, and
approaches taken by governments with especial attention to emergent policy developments in Canada. Lastly, it reflects
upon the monumental shift in attitudes toward social media and considers pitfalls and possibilities regarding the link
between social media and security going forward.

The Intellectual Origins of Social Media

Social Media: A Democratic Advantage or Weakness?

Mitigating the Threat

Social Media and the Future Threat Environment

From before it even had a name, the internet represented great promise. Optimists believed that the communications
revolution on the horizon offered every citizen a voice, bypassing the filters of traditional print media – it was to be an
unprecedented democratic equalizer. Computer networking pioneer J.C.R. Licklider wrote in 1980 that he foresaw: “an
informational environment that would give politics greater depth and dimension than it now has. That environment would
be a network environment, with home information centers (which would of course include consoles as well as television sets)
as widespread as television sets are now.” The end of the Cold War did little to dampen such optimism, and predictions
abounded of an invigorated participatory democracy made possible by citizens engaging with each other and their elected
officials via the internet.

A widely-held faith in the emancipatory power of information was a cultural-intellectual inheritance from the Cold War. Radio
Free Europe and glasnost coloured ideas around the free exchange of information being innately good for democracy and
people. Indeed, as Secretary of State in 2010, Hillary Clinton illustrated this connection clearly, pronouncing that:

“The Berlin Wall symbolized a world divided and it defined an entire era. Today, remnants of that wall sit inside this museum where they
belong, and the new iconic infrastructure of our age is the internet. Instead of division, it stands for connection. But even as networks spread
to nations around the globe, virtual walls are cropping up in place of visible walls. Some countries have erected electronic barriers that
prevent their people from accessing portions of the world’s networks. They’ve expunged words, names, and phrases from search engine
results. They have violated the privacy of citizens who engage in non-violent political speech. These actions contravene the Universal
Declaration on Human Rights, which tells us that all people have the right ‘to seek, receive and impart information and ideas through any
media and regardless of frontiers.’”

As the internet developed in the 1990s, it was subject to the laissez-faire ethos of the day, almost entirely free from any
restrictions. The US Congress recognized in 1996 that: “The Internet and other interactive computer services offer a forum for
a true diversity of political discourse, unique opportunities for cultural development, and myriad avenues for intellectual
activity. The Internet and other interactive computer services have flourished, to the benefit of all Americans, with a minimum
of government regulation.”

Facebook originated in the dorm room of Harvard student Mark Zuckerberg in 2003. Twitter was conceived of by an
undergraduate at New York University in 2006. These initially small, plucky companies headed by dressed-down twenty-
somethings had grandiose visions and were met with intense enthusiasm. The Time ‘Person of Year’ in 2006 was ‘You’: “for
seizing the reins of the global media, for founding and framing the new digital democracy.”

Platforms such as Facebook and Twitter were assumed to be democracy-enhancing technologies. Barack Obama’s campaign
team harnessed the power of social media in the 2008 election, winning praise from popular media outlets. Twitter CEO Jack
Dorsey was toured around Iraq by the US State Department in 2009 as part of an initiative to engage with the private sector in
the ‘rebuilding’ of Iraq. At the time, Dorsey claimed that Twitter presented an opportunity to make the Iraqi government more
open, democratic, and ‘human’.

In Iran, the 2009 re-election of Mahmoud Ahmadinejad sparked popular protests in the capital. Some activists in the massive
demonstrations used Twitter to organize protests and spread the narrative that the election was rigged. The US State
Department contacted Twitter, asking them to postpone regular server maintenance so as not to hinder the protestors’ ability
to organize. The American media dubbed these protests the ‘Twitter Revolution’. The same narrative was applied to the events
of the Arab Spring uprisings from 2010 to 2012, which implicitly drew a connection between social media and state security.
The problem was that the analysis was not extended far enough. Communications technologies, as Francis Fukuyama
cautioned, are value neutral. Social media, naturally, can be used to organize against any government, authoritarian or
democratic. The popular thesis that Twitter and Facebook were good for democracy was completely inverted by 2016, in the
wake of the skillful use of such platforms by terrorist groups such as the Islamic State (IS), or populist firebrands at home.

When stability at home could no longer be taken for granted, the effects of political mobilization and information-sharing via
social media were felt firsthand. These new challenges eroded the support for a laissez-faire approach to the internet that
emerged in the 1990s.

MIT Technology Review in 2013, in the wake
of Obama’s re-election, whose campaign
used big data analytics and ‘microtargeting’:
advertisements tailored to specific groups of
users based on their social media data.

MIT Technology Review in 2018, in the thick
of the Trump era. Big data analytics and
social media microtargeting were by then
popularly portrayed as dangerous.

Twitter CEO Jack Dorsey on a US State Department-sponsored tour of
Iraq in 2009, brought to help foster democracy in the war-torn
country. Tweet from tour included.

Twitter and Facebook have repeatedly implemented new measures to address issues in order to prevent extraordinary
securitizing measures by governments. For example, under immense scrutiny, Twitter prohibited ‘disputed claims’ about civic
processes (elections, referenda, censes) in the aftermath of the attack on the US Capitol Building by supporters of Donald
Trump in January 2021. So too did they begin to ban accounts that post “demonstrably false or misleading” claims relating to
the COVID-19 pandemic. Twitter had also previously enacted a number of policy updates to address the rise of violent
extremism on its platform circa 2014-2016, as US lawmakers repeatedly considered legislative action to address the issue.

Regimes including Iran or China have blocked Facebook and Twitter, viewing these social media platforms as threat vectors.
Despite the well-known issues with social media as regards baseless and destabilizing conspiracy theories, medical
misinformation, terrorist recruitment, political radicalization, and foreign actors manufacturing or promoting disinformation,
the US and Canada have maintained a very laissez-faire approach. Naturally, liberal democracies will not ultimately resemble
Iran or China in their regulation of social media, but they have accepted the underlying argument that social media platforms
amplify threats to public safety and state security and need to be dealt with via governmental action.

In the US, since 2014, this debate has centred around Section 230 of the 1996 Communications Decency Act. Section 230
allows websites on the internet to not be treated as the publishers of the content posted by their users. In other words,
websites are to be treated like newspaper kiosks, free to display what they wish, without being legally accountable for content
– barring limited cases involving criminality. Critics on both the political left and right have pushed for a reformation or
repealing of this legislation in order to hold social media platforms and other websites legally liable for what content they
host.

The Government of Canada officially regards the social media self-regulation status quo as insufficient. Based on consultations
throughout 2021, the government has published a discussion guide and a technical paper, summarizing its approach and
proposing draft points “that could inform legislation”. The proposed legislation includes the creation of a ‘Digital Safety
Commissioner’, who would have the power to apply for an order from the Federal Court “to implement a blocking or filtering
mechanism to prevent access to all or part of a service in Canada that has repeatedly refused to remove child sexual
exploitation and/or terrorist content”. The proposal also suggests an amendment of the Canadian Security and Intelligence
Service Act, in order to allow CSIS “to acquire basic subscriber information of online threat actors” in a more streamlined way.

The Government of Canada has also tackled online misinformation/disinformation but has not done so systematically.
Examples include a funding program headed by Heritage Canada for civil society initiatives to ‘build resilience against
disinformation’ (the “Digital Citizen Initiative”), or the Security and Intelligence Threats to Elections (SITE) Task Force.

Twitter blog post “Updating our approach to misleading information,” May 2020.

Examples of Twitter labelling of misleading 
content. The platform ultimately decided to 
outright ban the account of Donald Trump.

An example of Twitter labelling 
potential misinformation relating to 
COVID-19.

The Security and Intelligence Threats to Elections (SITE) Task Force, created in 2019. Its
raison d’être is to protect democratic institutions against foreign interference and
disinformation. At the same time the SITE Task Force was announced, the Government
of Canada also stated that it was “expecting social media platforms to act” and was
“looking for concrete actions to increase transparency, authenticity and integrity on
their systems to help safeguard our election.”

Given the deterioration of the global threat environment and rising challenges to the rules-based international order, we
ought to expect that social media will remain a threat vector in so-called grey zone conflicts (competition between actors
falling short of warfare), or eventually in hybrid warfare scenarios. Major legislative change has yet to follow the substantial
transformation in attitudes towards social media, though it is on the not-distant horizon. As Brad Graham at the Ottawa-based
think-tank Institute on Governance recently wrote, trust in public institutions has been eroding in Canada. The Government of
Canada therefore must approach misinformation/disinformation with the utmost caution lest they seen to be policing truth
itself, further fueling distrust. The problematic information environment fostered by social media platforms is not merely a
security concern but an epistemological issue likely unsolvable by regulation alone.

What liberal democracies must also keep in mind is that social media remains, as it always was, a useful tool for their own use.
The extremely negative coverage of social media, spurred by the election of Donald Trump, has focused on the openness of
democratic systems as a particular weakness regarding vulnerability to foreign influence and disinformation campaigns. Yet
the optimists of the early internet era were not entirely wrong – they were only half correct. Social media can indeed be a
bane to authoritarian countries. Recent analyses have highlighted how effectively the Chinese Communist Party has run its
massive, sophisticated propaganda network on domestic social media platforms. However, the cost of doing so is immense in
terms of both human and financial capital, and its need to maintain strict control over discourse reflects a neurosis and an
exploitable weakness. The Western security and intelligence community is certainly aware of this double-edged sword.

Social media failed to bring about the vibrant, digital democratic utopia once imagined. However, if we are indeed entering a
new Cold War, social media platforms will play a vital role in the informational battle over political grand narratives. Having
an informed public and a robust, carefully-legislated means of detection and defence will be crucial in this effort.

Article 6 Producers of online information 
content shall not produce, reproduce, or publish 
illegal information containing the following 
contents:

(1) Opposing the basic principles established 
by the Constitution;

(2) Endangering national security, divulging 
state secrets, subverting state power, or 
undermining national unity;

(3) Damage to national honor and interests;
(4) Distorting, vilifying, blaspheming, 

denying the deeds and spirits of heroes and 
martyrs, and infringing upon the names, 
portraits, reputation and honor of heroes and 
martyrs by insulting, slandering or other means;

(5) Advocating terrorism, extremism or 
inciting terrorist or extremist activities;

(6) Inciting ethnic hatred, ethnic 
discrimination, or undermining ethnic unity;

(7) Undermining the state's religious policy 
and promoting cults and feudal superstitions;

(8) Spreading rumors and disrupting economic 
and social order;

(9) Spreading obscenity, pornography, 
gambling, violence, murder, terror or instigating 
crimes;

(10) Insulting or slandering others, 
infringing on their reputation, privacy and other 
legitimate rights and interests;

(11) Other content prohibited by laws and 
administrative regulations.

Article 6 of China’s internet regulations, “Provisions on the
Ecological Governance of Network Information Content”.
Article 5 encourages users to produce, copy, and publish
information on “Xi Jinping Thought on Socialism with Chinese
Characteristics for a New Era” and anything that enhances
the international influence of Chinese culture.
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A placard reportedly from the 2011 Egyptian
Revolution. Later scholarly analyses demonstrated that
the significance of social media in facilitating protests in
the Arab Spring was overstated. Twitter particularly
reveled in its image as a progressive tool for regime
change in its early years.
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